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20th October 2026 

Dear Parents and Carers, 

E-Safety Newsletter (Autumn term first half 2026) 

As part of our ongoing commitment to keeping your child safe, we wanted to share some important 
information about online safety. With the autumn half term break coming up, children will likely have 
more time online, making this the perfect moment to have important conversations about staying safe. 
Technology is changing rapidly, and with it come new risks that we all need to understand. Two areas that 
are causing particular concern right now are Snapchat and artificial intelligence (AI). You may have heard 
about these in the news, or your child may already be using them. This newsletter will help you understand 
what the risks are, why they matter, and most importantly, give you practical steps you can take at home 
to protect your child during the break and beyond. We know this can feel overwhelming, so we've kept it 
short and straightforward. Please do read it and use it as a starting point for conversations with your child 
over half term. Remember, we're always here if you need support or have questions. 

Snapchat: The Risks 

"It Disappears" - But Does It Really? 
 
Here's the truth many children don't realise while Snapchat messages seem to disappear, they can easily 
be saved through screenshots, screen recording, or simply taking a photo with another device. Once an 
image is shared, you've lost control of it forever. While Snapchat looks like fun with its filters there is still a 
risk of: 

• Strangers Making Contact: Snapchat makes it easy for adults to contact children through features 
like Quick Add and public stories. This can lead to grooming and exploitation. 

• Location Sharing: The Snap Map feature shows your child's exact location in real-time to all their 
contacts - a serious safety risk. 

• Mental Health: Features like 'streaks' create pressure and anxiety. Constant comparison with 
others affects self-esteem and wellbeing. 

AI: The New Danger 

Artificial Intelligence can now create incredibly realistic fake images and videos. Someone can take your 
child's photo from social media and use AI to place their face onto sexual or nude images. These 
"deepfakes" look completely real and cause devastating emotional harm. 

Our safeguarding guidance now explicitly covers AI-generated images. They're treated as seriously as real 
photographs and require an immediate safeguarding response. 



 
 

 

AI also brings other risks: inappropriate chatbots that engage children in harmful conversations, privacy 
concerns when children share personal information, and convincing fake news that looks authentic. 

When Snapchat and AI Combine 

The real danger comes when these technologies meet. AI-generated fake images can be rapidly shared via 
Snapchat. Children think content disappears, not realising AI can recreate or manipulate saved images. 
Predators use AI to create fake profiles and manipulate images to exploit children. 

The most important thing is regular open conversation. Ask what apps they're using and make it clear they 
can come to you if something goes wrong, without fear of punishment. Explain that images shared online 
are never truly private and that AI can create fake images that look real. 

If your child uses Snapchat (minimum age 13), sit down together and set up the safety settings by: 

• Turning off Snap Map or set to "Ghost Mode" 
• Changing "Contact Me" to "My Friends" only 
• Changing "View My Story" to "My Friends" only 
• Disable "Quick Add" 
• Review their friend list regularly 

It is always a good idea to create family rules by agreeing on which apps are okay, time limits for social 
media, what can be shared online, and where devices are kept at bedtime. Many families have a charging 
station in a communal area where all phones go at night. 

Trust your instincts and watch for “warning signs” such as your child becoming secretive about online 
activities, spending excessive time online (especially at night), seemly upset after being online, or receiving 
gifts from people you don't know. 

If your child comes to you with a concern, stay calm and listen without judgement. Thank them for telling 
you and don't blame them. Contact school immediately - we're here to help. Never delete evidence or 
forward inappropriate images, even with good intentions (this is illegal). 

The online world offers amazing opportunities - we just need to help children navigate it safely. You're not 
alone. Having conversations now can prevent serious harm later, and it's never too late to start. 

We take online safety extremely seriously. We teach age-appropriate lessons, respond immediately to 
incidents, and work in partnership with you. Please contact us if you have any concerns. By working 
together, we can keep children safe online. 

Yours sincerely 
 

MDeveney 
 
Michelle Deveney,  

Assistant Headteacher, DSL 

BA (Hons Open), QTLS, DTLLS 

Member of SET (Society for Education and Training) 
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