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27 September 2024
E-safety Newsletter Autumn term 1 2024

Dear Parents and Carers,

Welcome back! It’s great to have the children back, settling into the new school year and developing their
friendships and social skills along with their peers.

As adults we know that relationships don’t always run smoothly all of the time and navigating them can be
difficult at times. For the children, particularly those just starting to navigate interactions with their peers,
this can be somewhat of a rollercoaster at times.

It is important for us to be mindful that this becomes all the more challenging when our children are trying
to navigate these new relationships online without the safety net of an adult there in the moment to
support and guide them.

With that in mind, we would like to urge all parents to please monitor your child’s online interactions and
promote a culture of openness and being ‘safe to talk’ so that your child feels able to share any concerning
experience with you (even if they have found themselves doing the wrong thing or landing on a webpage
they know they shouldn’t be on). We want them to know they can come to us for help and reassurance.

Some concerns have been brought to our attention, by parents and pupils, that there have been several
group chats set up on Whatsapp amongst our pupils over the Summer holidays, and recently. There have
been some interactions that have caused some children some upset and this has spilled over into school.
There have been incidences of children being added to group chats that they do not want to be part of,
and group chats that some children are being left out of, or added to but only to view messages without
being able to send messages, meaning they can be spoken about but cannot respond.

Please note that Whatsapp has an advisory age restriction of 13+ to protect children with a chronological
(or emotional developmental) age below that.

There are some new features to Whatsapp that you may not be aware of, and as always, these bring more
complexities and risk. | have attached an updated Whatsapp Guide for Parents. Please share this with your
child and help them to set up their privacy settings so that they can ensure that not all (or any) of their
phone contacts can add them to a group without their permission, or view and use their Profile photos.
Please note, that if your child’s Whatsapp settings enable anyone to add them to a group, every member
of those groups will have access to your child’s phone number and be able to contact them. We have
advised pupils to ensure their Whatsapp Privacy setting does not allow contacts to add them to groups,
especially groups of people who are not already their contacts.

This is something that ‘The 2 Johns’ have advised the pupils and parents of in each of the E-safety
workshops we have run in the last 2 years. Some pupils will be aware of these settings and know how to
change them. However, please be aware that when updates happen, sometimes the default settings are
resumed so we need to check our Privacy settings frequently.
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If you and your child are not sure how to do this, please let us know and we will show them how.

| have also attached a Parent Guide to supporting children to deal with upsetting content with some very
helpful advice.

If your child has expressed concerns, that you would like advice or support to address, please do not
hesitate to let us know; we will be more than happy to support and advise you or signpost you to further
advisory services. Please see the school’s website for any previous term’s E-safety newsletters that you
may have missed.

Yours sincerely

Sharyn Ailara, Deputy Head Teacher
BSc (Hons), PGCE, SENDCo Accreditation, NPQSL
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

b =0 ~ v — 0 1)) I
Whatkpareﬁt?/,v&\Educgtors}_Need’t

sL
| A % 4
- - \ev\|

o C . \J ¢ I\"A
\ == With/more than two billion active usersyWhatsApplisitheworld;simost popularmessagin
WHATARE Y ey P By M R e ML

itslend-to-end encrﬁtion only/allowsimessagesito be viewed by the/sender;and,any;recipients:
’ B e e e e 2 =
THE R'SKS? a v;\gt even|\WhatsApplitself ad themiThe UK;s/Online/Safey;Bill/proposesitoiend/such
encryption(on private messagingbutiforthe time beingithis controversialfeature remains
o ORI A

MSG ME...

EVOVING SCAMS oo b i ) N IEW ONCE
WhatsApp's popularity makes it a 5 CONTENT

lucrative hunting ground for scammers.  \ 4 The ability to send images or messages
Recent examples include posing as the ~ 2 . that can only be vIewag once has led to
target's child, requesting a money transfer / - s some WhatsApp users sharing
because of a spurious ‘emergency’ - plus inappropriate material or abusive texts,
a scam where fraudsters trigger a - knowing that the recipient can’t re-open
verification message by attempting to log o them later to use as evidence of
W;:ty&lr u)egt;‘ll::'t:x‘:l:o ﬁzﬁ';g: tso repeat y e miscom;‘uct. o i e t'o st
screenshot this disa aring content —
the cod:gack to them, giving them L~ but a recentl adde; Whats feature
access. now blocks this, citing protection of
- ” privacy.

CONTACT FROM ! SR Wl | s
STRANGERS FAKE NEWS ~

To start a chat, someone only needs the WhatsApp'’s connectivity and ease of
mobile number of the WhatsApp user that use allows news to be shared rapidllx 3
they want to message. Therefore, if a child whether it’s true or not. To combat the

has ever gtlven their number out to spread of misinformation, messages
someone they don‘t know, that person forwarded more than five times on the app
could then contact them via WhatsApp. It's now display a “Forwarded many times”
also possible that the child might be added 4 label and a double arrow icon. This makes
to a group chat or community (by one of users aware that the message they've just
their friends, for exumpleslcontuining other received is far from an original ... and
people that they don‘t know. / ¥ might not be entirely factual, either.

\_— -

T LOCK ~ . |
In 2023, WhatsApp introduced a : 3 ) V'S'BLE LOCAT’ON

feature that lets users keep their chats in
arate ‘locked chats’ folder, saved = WhatsApp's ‘live location’ feature

or face Ib autnentication. They oo \ COMMUNITIES AND GROUPS Njf | eharaabouts: whleh cam e hetofulfor

subsequently develoj an additional < = friends meeting up or parents checking
feature - ‘Secret Code’ - where users seta B A community is a collection of related groups on WhatsApp. They o that their child is safe while out, for

unique password for their locked chats. can consist of thousands of users. Communities can oftenbe usedby example. However, anyone in a user's
Unfortunately, this function creates the scammers to target large groups, hoping someone clicks on their link or contacts list or in a mutual group chat can
P ial for young people to hide ponds to theirreq In communities and groups, there are mulitiple ! also track their location - potential
conversions and content they suspect ongoing conversations, which results in pressure to respond. Members - " letting strangers identify a child’s home
their parents wouldn’t apr?r veof (suchas . even if they are not each other’s contacts — will be able to see any messages address or journeys that they make
age-inappropriate mate uﬁ. sent into the group. regularly.

u

5 S - = yie / o b
.}u 9 Advice for Parents & Educators @Y

EMPHASISE CAUTION ! ADJUST THE SETTINGS j DISCUSS GROUP CHATS

Encourage children to treat unexpected It's wise to change a child’s WhatsApp \ . Make children aware that there could be
messages with caution: get them to consider ) settings to specify which of their contacts L ‘ members of a group that they don’t know well
whether it sounds like something a friend orrelative gl can add them to group chats without needing and that words can be misinterpreted. Encourage
would really send them. Make sure they know never approval. You can give permission to ‘My Contacts’ them to leave a good impression, to avoid joining in
to share personal details over WhatsApp, and to be = or ‘My Contacts Except ... Additionally, if a child needs if conversations turn towards bullying, and to
wary of clicking on any links in messages. Setting up to use ‘live location’, emphasise that they should respond to such situations in an appropriate way.
two-step verification adds a further layer of enable this function for only as long as they need - Make sure they know that it’s OK to leave a group
protection to their WhatsApp account. and then turn it off. s chatif it makes them uncomfortable - or for any
reason, in fact.
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THINK BEFORE SHARING - CHAT ABOUT PRIVACY

Help children understand why it’s important to stop and think before posting or Check in with the child about how they’re using WhatsApp, making
forwarding something on WhatsApp. It's easy - and all too common - for content that sure they know you only have their safety at heart. If you spot a ‘Locked Chats’
a user posts to be shared more widely, even publicly on social media. Encourage folder, you might want to talk about the sort of content they‘ve stored in there,
children to consider how an impulsive message or forwarding might damage their who they're talking to, and why they want to keep these chats hidden. Also, if
reputation or upset a friend who sent something to them in confidence. children send any ‘view once’ content, it could be helpful to ask them why.
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carried out research for the Australian government comparing internet
use and sexting behaviour of young people in the UK, USA and Australia.
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Raising children in the digital age seems to be getting tougher, with the world currently
experiencing so many uncertainties. From climate change to the war in Ukraine and the
conflict in Israel, right now children across the globe can scarcely go online without being
exposed to unsettling stories, images and ideas. Reassuring a concerned child can be
difficult, especially when bad news feels omnipresent, We've put together some advice
to help you in discussing upsetting events with young ones.

FIND OUTWHAT YOUR CHILD KNows (1)

There are many ways that children are
exposed to upsetting content in the media,
both online and offline. Before swamping

our child with information, find out what

hey know already. Show them you're
interested in what they have to say, practice
active listening and try to gauge how much your
child has been impacted by what they’ve seen.

RIGHT TIME, RIGHT PLACE

Slomnq a conversation about upsetting content
probably isn’t the best idea when your child is
studying for an exam or about to go to bed. ,, ¢
Choose a time when they're relaxed

and open to talking, to make sure you

have their full attention. Remember,

these conversations can become

emotional, so choose somewhere

your child feels safe and comfortable.
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BV KEEP IT AGE APPROPRIATE

With younger children, try and keep the
conversation more general and avoid leading
uestions and complex detail. You can go
slightly deeper into the specifics with young
teenagers but keep monitoring their
emotional response. With older teens, you
can be more open about the realities and
consequences of what's happening — but
again, do stay aware of their emotional
state.

EMPHASISE HOPE

Upsetting content can make anyone

feel angry, scared, sad or overwhelmed.

Try to find stories of hope, generosity i
and strength related to the content you're |
discussing. Children often feel reassured
when they know they can do something to
help, so encourage your child’'s sense of
control through activities which make them
feel they're positively impacting the events
they're concerned about.

MONITOR REACTIONS

All children react differently, of course, and
young people might not directly say that
they're scared, angry, anxious, confused
or uncomfortable. Emotional reactions are
natural when discussin? upsetting topics,
so take note of your child’'s body language

feelings in a non—jud%msmul space and try to

stay mindful of how they might be feeling.

and reactions. Allow them to express their \

CONSIDER YOUR OWN EMOTIONS @

It's not only (oung people who find upsetting
news difficult to process: adults also have to
deal with strong emotions in moments of stress.
Children develop coping strategies by mirroring
those around them, so staying on top of how you
appear to be regulating your emotion on the
outside is important for supporting your child
through worrying times,
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SET UMITS

Managing screen-time and content can be
difficult even in normal circumstances, but
especially in unusual or stressful periods (at the
start of the t}ondomic, for example). It's virtually
impossible to keep children away from
upsetting content comrl.toly, but it's

important to try to limit exposure by using
parental controls, talking about the

dangers of harmful content and enforcing
screen-time limits,

TAKE THINGS SLOWLY

Try not to overwhelm your child with information
all at once: Instead, take the discussion one step
at a time. You could make the first conversation
a simple introduction to arolamlolly upsetting
subject and then wait until your child is ready

to talk again. Opening the door to the
conversation and demonstrating that your

child can talk to you about this type of issue

Is a vital first step.

ENCOURAGE QUESTIONS

Online, troubling images, posts, videos and stories
are shared across multiple platforms, many of
which your child might access. Even if the

content is uctuolll‘ inappropriate,

encourage your child to discuss what

they saw instead of being angry at

them for seeing it. Children are still

learning that not everything online is

accurate - you want to be their ultimate

source of information, not their device.

FIND A BALANCE

There’s often a tremendous compulsion to stay
right up to date with events. Our phones A
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frequently send us push notifications

urging us to read the latest article or
view the most recent video on soclal Fa
media. It's essential to remind your /
child that it’s healthy to take regular ..
breaks, and to focus on positive events
instead of ‘doomscrollln% and risking
becoming overwhelmed by bad news.

BUILD RESILIENCE

News has never been more accessible. While our
instinct may be to shield children from upsetting
stories, it's important that they're equipﬁed

with the tools to manage this content when

they are exposed to it. Talk about uﬁsemn

content more generally with your child an L
emphasise that they can always tell you or

a trusted adult if something they see

makes them feel uneasy.

IDENTIFY HELP

It's hugely important that children

know where to find support if they
encounter upsetting content online.
Encourage them to open ur to an adult that
they trust, and make sure they're aware of
who their trusted adults are. It is essential that
children understand that they're not alone, and
that help is available if and when they need it
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